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PREVENTING
AND DETECTING

FRAUD IN 
ONLINE SURVEYS

Elizabeth Wu, MPH
Director of Research Programs

UCLA Hub for Health Intervention, Policy & Practice
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What is fraud in
online research? 
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Short for “robot” 

A programmed digital imposter that can be automated to infiltrate online research studies in high volume

BOT
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Deceptive Respondent
A real person who is responding to a survey with deceptive (untrue) responses
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Case Study:
Military Acceptance Project
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• Screener included lots of “insider knowledge” questions 
that are difficult to research

• Needs referral code to access screener
• Quota on number of times a referral code can be used
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Referral network analysis: Real referrals



Suspicious referrals
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What we discovered when we analyzed these surveys

• GeoIP locations and IP addresses did not belong to a country with a U.S. 
military base (e.g., China)

• Google email addresses were all made up of the same username pattern of 
which there was a high volume

productivewigb@gmail.com
expansivethix@gmail.com
expirationuitg@gmail.com
contemplativeopxt@gmail.com
affirmativextyk@gmail.com

• Duplicate IP addresses used by high volume of survey takers in a short 
amount of time

• Duplicate email addresses as previous participants
• Rapid turnaround between referrals and survey completions
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What we discovered when we analyzed these surveys

• Highly patterned and systematic responses (if all answers were 0 or patterns 
of 1-4, 4-1)

• Survey responses from same IP addresses had same answers

READ MORE
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What We did: Two-Step Screening & Validation Process

Pre-screening Eligibility Screening Post-Survey Response 
Validation

Survey access

Provide info about the 
study, ask for email address Screen for eligibility

Fraud check: 
- GeoIP (Are they located in the right 

areas?) 
- Email address (Do they look scammy?)
- Email address duplication (Have they used 

this email before?)
- Time (Did a ton of responses come in at 

the short amount of time?)

Validation check: 
- Did they fail attention control 

questions?
- Did they finish too quickly?
- Did they refuse (decline to answer) 

too many items?
- Did they change demographic 

answers between screening & 
survey?

Fraud check: 
- Did they successfully refer people 

too quickly? 
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12b Cc Elizabeth S.C. Wu, UCLA Hub for Health Intervention, Policy and PracticeOnline research fraud prevention

Geolocation

Relevant ID

Anti-ballot box 
stuffing

IP toolsCAPTCHA

Before data collection: control access using 
automated fraud checks
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respondents get past these 
defenses?

Proxies & VPNs

A virtual private network that establishes a 
digital connect between their computer and 
a remote server (located somewhere else). A 
VPN does what a proxy does and hides the 
user’s IP address. 

VOIP

Voice Over Internet Protocol – allows people 
to make voice calls and send text messages 
using an internet connection

VOIP phone numbers can be chosen to make 
them look like a U.S.-based phone number.
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Using third-party online tools to 
check IP addresses, use of VPNs, 

use of Proxies, etc. 

https://www.facebook.com/
https://www.facebook.com/
https://www.linkedin.com/
https://www.linkedin.com/
https://twitter.com/
https://twitter.com/


El
iza

be
th

 S
.C

 W
u,

 U
C

LA
 H

ub
 fo

r H
ea

lth
 In

te
rv

en
tio

n,
 P

ol
ic

y 
a

nd
 P

ra
ct

ic
e

O
nl

in
e 

re
se

ar
ch

 fr
au

d 
pr

ev
en

tio
n

15
b

C

c

Checking IP addresses
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From PhoneValidator.com

Checking for VOIPs

(657) Area code = Anaheim, CA

But this person can be *anywhere*
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Before data 
collection

After data 
collection

During data 
collection

Fraud can be stopped 
at these checkpoints
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Automated tools provided by more robust online survey platforms
• CAPTCHA – detects non-human responses (i.e., bots)
• Anti-ballot box stuffing – prevents multiple submissions to a single survey
• Security scan monitoring – prevents email scanning software from starting survey sessions
• Relevant ID – assesses metadata to determine likelihood of duplicate respondents

Manual fraud checking: 
• Check IP addresses to ensure respondents location is consistent with survey answers
• Check if phone number is a VOIP phone number
• Use personalized links
• Use insider knowledge questions in the screener
• Limit time of entry 
• Watch for repeated patterns
• Limit advertising to in-person recruitment strategies and referral networks rather than 

posting online
• Keep a database of fraudulent/deceptive IP addresses and email addresses
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During data 
collection

After data 
collectionBefore data 

collection

When fraud can happen
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Recheck: 
• Eligibility criteria
• Geolocation

Utilize: 
• Attention-control measures
• Duration controls

Analyze: 
• Referrals for fraud patterns

Prevent bad data
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After data 
collection

During data 
collection

Before data 
collection

When fraud can happen
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Check for fraud during payment process
• International deceptive respondents prefer Amazon gift cards and Paypal as opposed to 

Venmo, Cashapp, local grocery stores, local gas stations, etc. 

Check for internal data inconsistencies
• Example: They said “yes” to using several drugs currently, and then answered elsewhere 

in the survey that they “never” used drugs. 
• Example: In the demographic information, they selected “cisgender man” as their current 

gender identity, but then answered elsewhere in the survey that “they felt they were 
discriminated against for being a woman.”

Check for nonsensical answers in free-answer boxes
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Questions?
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Thank you!

Elizabeth S.C. Wu, MPH

Email | LinkedIn
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